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As a Fraunhofer project or business partner, you are invited to use Office 365 components in collaborating
with Fraunhofer-Gesellschaft. Fraunhofer-Gesellschaft makes these components available with the assistance
of Microsoft.

For your own protection, but also for the protection of the employees of Fraunhofer-Gesellschaft and in or-
der to comply with laws, company-wide agreements and other regulations, the following binding Terms of
Use (hereinafter Part I) shall apply. These Terms of Use shall become a component of the contractual relation-
ship between Fraunhofer-Gesellschaft zur Forderung der angewandten Forschung e.V., HansastralBe 27c,
80686 Munich and you or, if applicable, the company or organization represented by you.

Acceptance of the invitation and the use of the Microsoft Office 365 components made available
shall be deemed a binding declaration of acceptance of these Terms of Use without deviations. If
you are acting for a company or an organization that cooperates with Fraunhofer-Gesellschaft, you
further confirm thereby that you are authorized to accept the Terms of Use without changes.

If this is not possible or if you have questions, please get in touch with your contact at Fraunhofer-Gesell-
schaft prior to use.

Aside from that, we wish to provide you with information with respect to the processing of your personal
data when using Microsoft Office 365 components pursuant to Article 13 General Data Protection Regulation
(hereinafter Part II).
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Fraunhofer Gesellschaft

I. Terms of Use for Microsoft Office 365 components

The following Terms of Use of Fraunhofer-Gesellschaft zur Forderung der angewandten
Forschung e.V., HansastraBe 27¢, 80686 Munich (hereinafter “Fraunhofer-Gesellschaft”) shall
apply to all persons who are not employees of Fraunhofer-Gesellschaft within the meaning of
the Betriebsverfassungsgesetz [Works Constitution Act] (hereinafter “External Parties” or “Ex-
ternal Users”) when using Microsoft Office 365 components that Fraunhofer-Gesellschaft
makes available for collaboration (hereinafter “0365 Components”).

1. Basic rules for the use of 0365 Components

1.1

1.2

1.3

1.4

Purpose

Fraunhofer-Gesellschaft makes all 0365 Components available exclusively for the purpose of
business collaboration in connection with projects, task orders and the performance of con-
tractual obligations in the relationship with External Parties. The same applies to the contents
made available by means of the Components, such as research data, documents, presenta-
tions, etc. Use of the 0365 Components and contents for any other purposes is prohibited. In
particular, use of the 0365 Components and contents for personal purposes, the transfer of
contents to personal devices or personal storage devices that are not subject to the exclusive
control of the External Party’s company or organization as well as the use of information for
the analysis of the performance or conduct of employees of Fraunhofer-Gesellschaft is prohib-
ited. Personal and social data of employees of Fraunhofer-Gesellschaft, to the extent that
these are accessible to External Parties, must not be stored in 0365 storage files.

Need-to-know principle

All processing of contents in and from 0365 Components shall be subject to the necessity
principle. Even within a joint team contents may be forwarded only to those persons who
must be made aware of them to perform their duties.

The forwarding of contents from 0365 Components to persons external to Fraunhofer out-
side a team (third parties) shall require the prior explicit consent of Fraunhofer-Gesellschaft.

Confidentiality and information classification

For all contents made available through 0365 Components and for all information that can
be derived from the use, the confidentiality provisions existing between Fraunhofer-Gesell-
schaft and the External Party shall apply accordingly. For the handling of contents and infor-
mation from the 0365 Components the requirements of the project management or of the
party issuing the invitation are to be complied with, particularly requirements concerning the
handling and forwarding of contents classified as confidential.

Intellectual property

External Parties may not assert or apply for any patent, trademark or other rights to contents
from 0365 Components, for themselves or for third parties, unless the proprietor of the rights
has granted
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0365: Nutzungsbedingungen und Datenschutzinformationen fir Externe

its prior written consent or such entitlement is governed by the contract underlying the use,
e.g., in a task contract or a project contract.

Termination

The provision of the 0365 Components may be terminated at any time by Fraunhofer-Gesell-
schaft. The External Party shall then be given the opportunity to receive data belonging to
him.

Liability

Fraunhofer-Gesellschaft shall be liable for pecuniary damage in connection with the use of
the 0365 Components only in the event of intent and gross negligence. In the event of a
negligent breach of an essential contractual obligation, Fraunhofer-Gesellschaft’s liability shall
be limited to typically foreseeable damage. These exclusions and limitations of liability shall
also apply to all organs, vicarious agents and employees of Fraunhofer-Gesellschaft. They shall
not apply in the event of injury to life, limb or health.

Regulations on information security
Data security and protection of confidentiality

Access by unauthorized persons to the 0365 Components made available by Fraunhofer-Ge-
sellschaft and to the data processed (and stored) with them is to be prevented by means of
risk-appropriate technical and organizational measures within the meaning of Article 32 Gen-
eral Data Protection Regulation (GDPR). In implementing the measures the state of the art is
to be taken into account. Access must be blocked even in the case of a short absence; in the
case of a longer absence the computer must be shut down.

Passwords

Passwords (and PINs) must not be given to unauthorized persons, i.e., to persons for whom
access to 0365 Components is not required in order to perform a project, a task order or a
contractual business relationship. Passwords selected must be secure in accordance with the
state of the art and are to be kept secret. Passwords for access to 0365 Components are not
be reused for other purposes.

Protection from spam and viruses, logging and control

Emails and other data suspected of containing malware, viruses or spam may be quarantined
at the discretion of Fraunhofer-Gesellschaft or centrally and automatically deleted.

For the purposes of system administration, i.e., particularly for the analysis and remedying of
system problems, for ensuring IT, operational and information security and for maintenance
support, there may be personal evaluations of data that were collected in using the 0365
Components. This shall also apply to the prevention of cyber attacks. In certain cases there
may also be a forensic examination of the hardware used. Data from the operating system,
from components related to the operating system, traffic data from internet services and tool-
related data may be logged for these purposes and may also include personally identifiable
data.
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Mobile devices

The use of 0365 Components via notebooks, smartphones and tablets requires separate se-
curity precautions. Mobile devices are not to be left unsupervised at freely accessible loca-
tions. If the IT Department of the External Party has not specified and installed security set-
tings, the External Party must do so himself. Entering a PIN or password and their activation
when the mobile device is not used is to be set up, and if a wrong code is entered multiple
times, then (for smartphones and tablets and to the extent possible) further log-in processes
must be blocked or delayed. Company data of Fraunhofer-Gesellschaft, particularly address
books and emails, must not be stored with other third-party providers or synchronized via
other clouds without special permission of the Fraunhofer project manager. In the event that
a device is lost Fraunhofer-Gesellschaft is to be informed immediately if there is a risk that ac-
cess data or Fraunhofer-Gesellschaft data may fall into the hands of unauthorized persons. If
possible, remote deletion is to be performed and a theft/loss report is to be filed.

Availability

Fraunhofer-Gesellschaft does not guarantee any specific availability of the 0365 Components
or the data processed (and stored) with them.

Reporting requirements

Indications of violations of data protection, abuse, security-related weak points or security-
related events (such as unauthorized data access or release) are to be reported by External
Parties to the respective contact at Fraunhofer-Gesellschaft without delay.

Special conditions for the use of the 0365 Component “Microsoft Teams”
Transparency

For all members of a team room, both for employees of Fraunhofer-Gesellschaft and for Ex-
ternal Parties, there is transparency with regard to the other members of a team room. In par-
ticular, it is forbidden to give the personal access data to a team room to other persons with-
out authorization or to allow other persons to secretly take part in a team conference, partic-
ularly a telephone or video conference. The functionality of the video conference systems
used shall be designed such that the respective participant can see which video and audio
data are recorded, transferred and stored.

Camera function

Based on internal Fraunhofer rules, employees of Fraunhofer-Gesellschaft are not obliged to
use the camera function when participating in video conferences, nor can this be required by
External Parties.

Participation

Based on internal Fraunhofer rules, employees of Fraunhofer-Gesellschaft have the right to
have their concerns regarding the video and audio data concerning them respected by other
participants and by External Parties. Employees of Fraunhofer-Gesellschaft may therefore, for
example, also (co-)determine whether the local system should allow automatic dial-in from
outside, whether the local cameras can be controlled by the conference partner, and whether
and how application sharing is to take place.

Recording of a team conference

Image and sound recordings (including snapshots) may be made only with the consent of the
participants. The purpose, along with the consent of the participants to the recording, shall
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be documented within the recording. Each participant shall have the right to receive a copy of
the recording.

Agreement shall be reached among the participants concerning the use of video and audio
data stored within the scope of the stated purpose. Should no agreement be reached in this
matter, the data shall be deleted immediately after the conference.

Should a recording be altered for any purpose beyond quality improvement, all participants
identifiable in the final version must give their consent to this version and to any amended
purpose of the recording.

Unless a deletion date has been determined as part of the purpose of the recording, the re-
cording and all copies are to be deleted no later than 12 months after the end of the record-
ing. Upon request the External Party shall confirm to Fraunhofer-Gesellschaft the deletion of
his own permissible recordings.

Any provision of video and sound recordings to persons outside a team (External Parties or
employees of Fraunhofer-Gesellschaft) shall require the documented consent of the partici-
pants in the recording.

Il. Data protection information pursuant to Article 13 GDPR

Below you will find information pursuant to Article 13 General Data Protection Regulation
(GDPR) concerning the processing of your personal data when using the Microsoft Office
365 Components. The information takes into account the material facts that follow from the
operating concept in the Microsoft Cloud. Additional data protection information on Mi-

crosoft Office 365 may be found on Microsoft's websites.

Essential data protection information for the operation of Microsoft Office 365

e Fraunhofer-Gesellschaft zur Forderung der angewandten Forschung e.V., HansastraBe 27c,
80686 Munich, tel. +49 89 1205-0, fax +49 89 1205-7531, info@zv.fraunhofer.de, is re-
sponsible vis-a-vis external users for the operation in matters of data protection law. Mi-
crosoft Ireland Operations Ltd. from Dublin is a contractual partner of Fraunhofer-Gesell-
schaft and operates Microsoft Office 365 as a processor for Fraunhofer-Gesellschaft within
the meaning of Article 28 GDPR.
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The data protection officer at Fraunhofer-Gesellschaft may be reached at the above-cited
address, in care of the data protection officer or at_ datenschutz@zv.fraunhofer.de.

The processing of data with Microsoft Office 365, including data storage, takes place in
the Microsoft Cloud, in computer centers located in Europe.

The overall purposes of the data processing are primarily the use (including mobile use) of
a collaboration platform that is certified and as functionally comprehensive as possible in a
uniform IT ecosystem with principals and clients. The purposes of the processing by individ-
ual 0365 Components follow from the functions of the respective 0365 Components
made available to External Parties.

As a rule, the legal bases within the meaning of Article 6 GDPR for the data processing of
External Parties’ personal data by the 0365 Components made available by Fraunhofer-Ge-
sellschaft are Article 6 (1) lit. b GDPR (performance of a contract) and Article 6 (1) lit. f
GDPR (legitimate interests). This does not preclude that data processing may also take
place on other legal bases, for example, based on consents given to Fraunhofer-Gesell-
schaft.

It is not intended to transfer personal data based on the operation of Microsoft Office 365
to a third country. In particular, there is no storage of data in third countries. However, in
compliance with the general regulations (e.g., rules of export control) data may be custom-
arily sent to project partners or principals in third countries or on trips to third countries
may be retrieved from there.

According to the Microsoft operating concept, disruptions should for the most part be
remedied automatically. In individual cases, support staff of Microsoft or of Microsoft's
subcontractors may have to be called in. In extremely rare cases, downstream Microsoft
support engineers may also have to access so-called personal client data on Fraunhofer-Ge-
sellschaft storage areas, for example, to repair mailbox databases. In such cases (possibly
partial) awareness of personal client data cannot be ruled out. Access may take place from
third countries in which there is no adequate level of data protection within the meaning
of the GDPR and for which there is no adequacy decision by the EU Commission, for exam-
ple, from the US. In these cases the adequate level of data protection shall be assured by
means of previously agreed-upon standard data protection clauses that grant the data sub-
jects rights similar to those in the EU. A copy of the signed standard data protection
clauses is attached as Appendix 3 to the Microsoft Terms and Conditions for Online Ser-
vices.

Irrespective of the location from which client data are accessed, each such access requires
the prior and explicit approval by Fraunhofer-Gesellschaft as part of the so-called Cus-
tomer-Lockbox process. The approval is granted by specially authorized employees of
Fraunhofer-Gesellschaft. Any access approved shall be possible only to the partial data re-
quired in the specific case, shall be time-limited and shall be logged. After the expiration of
the time limit or the achievement of the purpose of the inquiry, Fraunhofer-Gesellschaft
shall be informed of the access.
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Microsoft Office 365 also records the log data of the individual components for administra-
tive purposes. The recording takes place centrally, in computer centers located in Europe.
The access rights to these data are restrictively regulated at Fraunhofer-Gesellschaft. By de-
fault, personal log data are deleted after 90 days.

No profiling or automated decision-making pursuant to Article 22 GDPR by Fraunhofer-Ge-
sellschaft shall take place in the operation of Microsoft Office 365.

Additional data protection information when using the Microsoft Office 365 component
“Microsoft Teams”

In connection with using Microsoft teams (e.g. participating in a telephone or video confer-
ence) the following data may be processed:

- Access data: e.g., an individualized link through which you were invited to a con-
ference.

- Content data: Contents of your contributions, e.g., in chats or files released by you.

- Image or sound recordings: Section 3.4 of the Terms of Use applies. Legal basis of the

processing is your consent.

- Profile data: Data about yourself that your organisation or you have voluntarily relea-
sed in connection with using Microsoft Teams; for example, your name or your profile
photo. Profile data are used for personalization and for a more personal style of com-

munication.

- Dial-in data: This includes, for example, the date and time of your dial-in to the con-
ference and the time you leave it or where applicable dial-in number, namettitle of the

conference.

- Support /Feedback data: Information in connection with the handling of any trouble-

shooting tickets or feedback.

- Telemetry data: These include diagnostic data in connection with the use of the ser-
vice, including the transmission quality. These data serve to improve troubleshooting,
securing and updating technical service and its monitoring. The legal basis is Art. 6 (1)
lit. f GDPR. Our legitimate interests are the provision of a secure and error-free com-

munication service.

Unless otherwise specified, the processing of the data is done for the technical and content-
related execution of the respective conference. The storage period of the data depends es-
sentially on the purpose for which the respective conference is held. Log data is deleted as
standard after 90 days.

In providing the service Microsoft captures certain diagnostic and service data and uses these
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on its own authority for its own purposes. To the extent that Microsoft processes personal
data in connection with its own legitimate business processes, Microsoft is the independent
controller within the meaning of the GDPR for such processing. Particulars concerning the
processing by Microsoft may be found at https://docs.microsoft.com/de-de/microsoft-
teams/teams-privacy

Rights of the data subject: You have the following rights

pursuant to Article 15 GDPR, to demand information about your personal data processed
by Fraunhofer-Gesellschaft. In particular, you may request information about the pur-
poses of the processing, the categories of personal data concerned, the categories of re-
cipients to whom the personal data have been or will be disclosed, and the envisaged
period for which the data will be stored, if possible. Moreover, you have the right to re-
quest rectification, erasure, or restriction of processing, to object to processing; the right
to lodge a complaint, and to obtain information about the source of your data if they
were not collected from you, as well as about the existence of automated decision-mak-
ing, including profiling, and, if applicable, meaningful information about the logic in-

volved:;

pursuant to Article 16 GDPR, to obtain the rectification of inaccurate data or the comple-
tion of your personal data stored with Fraunhofer-Gesellschaft without undue delay;

pursuant to Article 17 GDPR, to obtain the erasure of your personal data stored with
Fraunhofer-Gesellschaft, if

o they are no longer necessary in relation to the purposes for which they were collected
or otherwise processed,

0 you withdraw your consent on which the processing was based according to point (a)
of Article 6(1) or point (a) of Article 9(2), and where there is no other legal basis for

the processing,

0 you object to the processing pursuant to Article 21(1) GDPR and there are no overrid-

ing legitimate grounds for the processing,
o the personal data have been unlawfully processed,

o the personal data have to be erased for compliance with a legal obligation in Union or

Member State law to which the controller is subject,

o the personal data have been collected in relation to the offer of information society

services referred to in Article 8(1) GDPR (child’s consent).

There is no right to deletion to the extent that the processing is required
17
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o for exercising the right of freedom of expression and information,

o for fulfilling a legal obligation, for reasons of the public interest in the sphere of public
health or for purposes of archiving in the public interest or

o for the establishment, exercise or defence of legal claims.

pursuant to Article 18 GDPR, to demand the restriction of the processing of your per-
sonal data, if

0 you contest the accuracy of the data,
o processing is unlawful but you oppose the erasure of the personal data,

o if Fraunhofer-Gesellschaft no longer needs the personal data while you still require it
for establishing, exercising or defending legal claims, or

0 you objected to the processing pursuant to Article 21 GDPR.

pursuant to Article 20 GDPR, to obtain your personal data that you have provided to
Fraunhofer-Gesellschaft in a structured, customary and machine-readable format or to
request the transmission to another controller if the processing is based on consent pur-
suant to Article 6 (1) lit. a GDPR or Article 9 (2) lit. a GDPR or on a contract pursuant to
Article 6 (1) lit. b GDPR and the processing is done using automated processes. This right
shall not apply to processing necessary for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the controller. The right re-
ferred to in Article 20 (1) GDPR shall not adversely affect the rights and freedoms of oth-
ers.

pursuant to Article 7 (3) GDPR to withdraw any consent given by you to Fraunhofer-Ge-
sellschaft at any time. The consequence of this shall be that in the future Fraunhofer-Ge-
sellschaft must discontinue the data processing that was based on this consent if there is
no other legal basis for the processing. If a request for granting consent to Microsoft is
made through the Microsoft Office 365 Components used by Fraunhofer as part of the
business use (for example, in connection with updates), based on agreements between
Fraunhofer-Gesellschaft and Microsoft said consent shall be deemed as not having been
given; and

pursuant to Article 77 GDPR, the right to lodge a complaint with a supervisory authority.
Generally, you may contact the supervisory authority of your habitual residence, place of
work or the registered office of Fraunhofer-Gesellschaft e.V.

Right to object: If your personal data are processed on the basis of legitimate interests
pursuant to Article 6 (1) lit. f GDPR, you have the right to object to the processing of
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your personal data pursuant to Article 21 GDPR if reasons exist for doing so that are
based on your special situation.
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