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1. International Mutual Recognition

® Declaration of DFFT
® Summary of Late Prime Minister Abe's 2019 speech at Davos

® Start a forum for discussion focused on
data governance, under the roof of the
Organization for Economic Cooperation
and Development (OECD)

® Establish a system to implement DFFT
(Data Free Flow with Trust), which will
be the most important issue for the new
economy driving the 4th industrial
revolution and Society5.0

® Create a forum for discussion among
the US, EU, Japan, India, and the
African countries that are making great
developments, and share their
successes along with the efforts of
other countries

Keio University Source: https://www.kantei.go.jp/jp/98_abe/statement/2019/0123wef.html



1. International Mutual Recognition

®DFFT is realized with Three-Layered Architecture

® Trust Application Service Layer: Input/Output of data and use of data
® Trust Data Distribution Layer: Securely exchange data with entities
® Trust Service Layer: Trust by preventing tampering and spoofing
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1. International Mutual Recognition

® Equal footing of Four Pillars
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1. International Mutual Recognition

Jan 2019:

Late Prime Minister Abe declared Data Free Flow of Trust
(DFFT)

Nov 2021:

Pilot Project JP team met with DG CONNECT at Brussel and
Pilot Project started between EU and JP

Mar 2022:

Pilot Project conducted “Invoice Demonstration” for
International Mutual Recognition between EU and JP

Mar 2023:

India Government joined Pilot Project

Apr 2023:

G7 Digital Ministerial Meeting
Pilot Project conducted “Carbon Neutral Demonstration” for
International Mutual Recognition between EU and JP

Jun 2023:

G20 Global DPI Summit
Pilot Project conducted “Invoice Demonstration” for
International Mutual Recognition between India, EU and JP

Oct 2024:

Pilot Project published White Paper
Comparison Report of International Mutual Recognition for
Trust Services Infrastructure

Keio University
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2. Industrial Data Space in JP

® Keidanren, association of Japan’s top 500 companies, proposed
“Toward Establishment of Industrial Data Space” on
October 15th, 2024

® If we delay our response,
Japan will be left behind in
the environmental field and
other areas by the rest of the
world

® We will work together with
the public and private sectors
to ensure that they are
implemented quickly and
steadily

Toshiaki Higashihara, Jun Sawada,
Chairman of Hitachi, Chairman of NTT

Keio University https://www.keidanren.or.jp/journal/times/2024/1024_01.html
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2. Industrial Data Space in JP

® Three organizations present their recommendations

on October 17th, 2024

® DPFJ]: Governance
® DSA: Data Space
® JDTF: Trust Service

Promotion of Data Governance Strategy

(1) Building a data integration platform
3 Public support for platform deployment
Expantion Of #“Community Monitoring Data Integration Platform™

(3) Developing a Trust Service (2) Establishment of “Data Circulation

Environment the amount of data

Promotion Law"

3% "Trust Service Law™ Promotion of inter-data linkage 3% Referring to “Data Act” and “Data Governance Act”

**Introduction of “Digital ID Wallet™ on public- in Europe
private collaboration #:Unified definition of “digital trust” and “digital trust

(4) Promotion of R&D for Data framework”
Collaboration Creation of added value through best '
(5) Promotion of Secure Gov Cloud utilization of data

**Data sovereignty—Sovereign cloud)
**%SaaS-type applications for public services ’

Establishment of Enhancement of

data governance distribution speed
Improvement of Establishment of data flow rules

data quality
Enhancement of data security (6) Development of International

Data Flow Framework
. . #"International DFFT Agreement”
Reallzatlon Of 3*Mutual recognition of trust services between

EU and Japan

Data Driven SOCiety (7) Promotion of International Data

Utilization Project
(8) Promotion of International
Standardization

Keio University https://prtimes.jp/main/html/rd/p/000000009.000131931.html 11



2. Industrial Data Space in JP

on
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2. Industrial Data Space in JP

® Clarify JP Command Post
® Establish Public-Private Council

® Proposal for Industrial Data Space in JP
® Common Framework
® Functional and Assurance Requirements
® International Standardization Strategy
® Trust Services Regulation
® Data Distribution Promotion Regulation

® Schedule
. Mar  JApr  |May  |Jun  [Jul
Gov. ALiberal Democratic Party of A Cabinet Decision
event Japan for Promotion of A Strategic Plan: Digital Japan 2025
/ Digital Society /
Proposal [Formulation > [ improvement >
® Action

® Short-term strategy
® Public and Private Sector Working Together
® Maximize Pilot Project Know-How of International Mutual Recognition

Keio University
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3. International Standardization

® Scope of Proposal
® International Trusted List among countries, extending the

architecture, structure and format of EU Trusted List of ETSI
TS 119 612

EU Trusted ETSITS 119612
List

Proposal

New part for

International

Trusted List ETSITS 119 612 International Standard

(JP-EU-IN proposal)

Keio University
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3. International Standardization

e Outline of Proposal

oITL, OBLoOTL, IBLOTL, and DTL for each country/region

EU-DTL JP-DTL
4 74
EU-ITL | - | JP-ITL
® EU-OBLOTL ® JP-OBLOTL
® EU-IBLOTL @ JP-IBLOTL
7 )74
ITL: International Trusted List
OBLOTL: Outbound List of Trusted List
IBLOTL: Inbound List of Trusted list
DTL: Domestic Trusted List
IN-ITL ID-ITL
® IN-OBLOTL @ ID-OBLOTL
® IN-IBLOTL e ID-IBLOTL
7\ Dy 7
4 74

Keio University
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3. International Standardization

(1) MS3 signs Document by MS3-Certificate

(2) MS3 sends MS3-Sighed-Document and MS3-Certificate to JP

MS1-TL MS2-TL MS3-TL 2
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Keio University

Red letters are URLs and entities used for International Mutual Recognition
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3. International Standardization

(3) JP receives MS3-Signed-Document and MS3-Certificate

(4) JP verifies MS3-Certificate by Trust Chain through
JP-OBLOTL -> EU-IBLOTL -> EU-LOTL -> MS3-TL

(5) JP verifies MS3-Signed-Document by MS3-Certificate — “‘

MS3-Signed-Document |=,

MS1-TL MS2-TL MS3-TL
MS3-
- JP-DTL ifi
EU-LoTL EU-IBLoOTL IP-IBLOTL Certificate
= EU-LoTL = JP-DTL / @
EU-OBLOTL JP-OBLOTL
JP-IBLOTL | IN-IBLOTL | ID-IBLOTL | BR-IBLOTL EU-IBLoO IN-IBLOTL | ID-IBLOTL | TH-IBLOTL
IN-OBLOTL ID-OBLOTL
EU-IBLOTL | JP-IBLOTL | ID-IBLOTL | SG-IBLOTL JP-IBLOTL | EU-IBLOTL | IN-IBLOTL |MY-IBLOTL
IN-IBLOTL ID-IBLoTL 5
IN-DTL = IN-DTL = ID-DTL ID-DTL
Keio University Red letters are URLs and entities used for International Mutual Recognition 18



3. International Standardization

® Structure of ITL, OBLoOTL, IBLOTL, and DTL
® Table example of JP

DTL
Refer to OTL IP-DTL
ETSITS 119612 JP-TS1 JP-TS2 JP-TS3
ITL
OBLOTL JP-OBLOTL
EU-IBLOTL | IN-IBLoTL | ID-IBLOTL | TH-IBLOTL
New part 4
IBLOTL JP-IBLOTL
g = JP-DTL

DTL: Domestic Trusted List
ITL: International Trusted List
OBLoOTL: Outbound List of Trusted List
IBLOTL: Inbound List of Trusted list
TS: Trust Service

Keio University
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4. Future Deployment

® Realize International Mutual Recognition as Trust
Service Infrastructure

)

® Utilize International Mutual Recognition to create
Trust Environment for Industrial Data Space

® Establish International Standardization for Global

Value Chain

® Expand to G7, G20, and Global South

Keio University
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Data Spaces Symposium

Intro keynote | Is there room for bilateral data

governance in a multilateral reality? Challenges
and opportunities of shaping data governance
in bi-, pluri- and multilateral fora

Muhammadou M.O. Kah




Data Spaces Symposium

Panel discussion | Is there room for bilateral data
governance in a multilateral reality? Challenges

and opportunities of shaping data governance
in bi-, pluri- and multilateral fora

Runa Angus, Adele Johanson, Christian Reimsbach-
Kounatze, Muhammadou M.O. Kah & Daniel Spoiala
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It takes a village

To make data spaces a success
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The Data Spaces Radar

Chart View
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Operational

Scaling
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New Listings
Entries added in the last 6 months
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Machinery-X

7 2022
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Thorough ground for data spaces

INTERNATIONAL DATA
SPACES ASSOCIATION

IDSA Manifesto for Data Spaces

10 Principles of
Trusted Data
Sharing in data
spaces

==

80| IEC

ISO/IEC CD 20151
Dataspaces concepts
and characteristics

-+

Dataspace
Protocol

10.

Dataspaces enable Trusted Data Sharing

"Dataspaces are a mechanism of trust”

You shall have full autonomy in deciding with whom you share data with and under what conditions
"Your data, your choice"

You shall be responsible for ensuring that you are free to act and can act autonomously

"With great responsibility comes great power"

All participants shall be treated equitably in their rights and obligations

Dataspaces are decentralized & neutral

Data Sharing is executed on seperate peer-to-peer channels

"Data does not flow through the Dataspace”

Dataspaces shall be based on open standards

"unity in standards, freedom in implementation”

Dataspaces shall be infrastructure agnostic

"there is no single platform to rule them all”

Dataspaces are building blocks for Data Ecosystems

"Dataspaces are not data ecosystems"

Dataspaces shall be business model agnostic

"the opportunity is boundless”

You shall honor your data contracts and its associated policies and verify adherence by others
"act in good faith, but verify"




Makers create, Users elevate

Empowering collaboration

Data Space Users participate
In data spaces with the goal
of finding the data that they
need for their business,
efficiency or innovation, and
also to offer the data they
hold for others to re-use, too,
if viable.

INTERNATIONAL DATA

SPACES ASSOCIATION

Data Space Makers participate
in data spaces with the goal of
providing services and tools to
the others. Among them are the
data space governing
authorities, operators, the
service and cloud providers, the
advisory services.

29



Introducing the IDSA User Group

Your fast track to data space adoption

« Exclusive Briefs & Insights — Stay ahead
with expert knowledge.

« Practical Learning — Discover benefits &
learn best practices.

* Solution Discovery — Find the right tools &
services faster.

* Peer Networking — Connect with other
users & share experiences.

« Have your voice heard — bring your new
requirements to IDSA

INTERNATIONAL DATA
SPACES ASSOCIATION

Subscribe to the User Group

Best suited for data space users looking for
business opportunities, best practices and
resources to make the most of participating in
data spaces

Includes access to the User Group only

Plans start at €1,800 per year

30



IDSA Data Space User Group

Experience data spaces and make yourself ready for it

Knowledge transfer

Matchmaking Q+A Sessions

Trainings

Data Spaces Exec Summary

Ecosystem Building Call

Activities for Data
Space Users

Make yourself
familiar with data
spaces

Data
Space
Users

INTERNATIONAL DATA
SPACES ASSOCIATION

Make yourself familiar with available technologies and components
@ Make your hands dirty with testing it
@ Test interoperability and features

Data Space
technology landscape

Online Community “Data Spaces Now!" Magazine

Data Space out of the
box experience

Plugfests/
hackathons

Integration Camp

Get in touch with Data Space
technologies

Data Spaces Roundtable
Get in touch with data space
governance authorities

Continuous Data Space
requirements document

Feed your requirements to IDSA
standards work
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L EY .




Data Spaces Symposium

20:30

Networking Dinner

Join us for great food and even better conversations!
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