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2025 1s crucial for the deployment of Data Spaces

Draghi Report: Europe is falling behind in breakthrough digital technologies

Our business 1s gravitating more and more around data
We need to make it happen - globally.
Cross-border data exchange calls for

global standards - fundamental design
characteristics and Data Space Protocol



The Demand for Data Sovereignty

Data travels with the speed of trust

The Trust Framework 1s enabling Automated Compliance - based on European
values and globally

Data does not flow on rainbows -
creating the Cloud-Edge infrastructure
for Data Spaces



The role of communities and the power of
Open Source

The role of communities and the power of Open Source developments
Being inclusive and interoperable

Alignment with Global, open &
neutral standards

Global use cases needing Data Spaces



Value creation based on data

Value creation based on data is at the heart of data economy - data spaces
enabling the future (all kinds of innovation, especially AI)

Key components to drive Al innovation:
Al models
Access to data
Cloud and high-performance computing
Talent

We are doing this together!
(DSBA, DSSC and extended ecosystem)
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The Data Spaces Blueprint 2.0 1s now available!

Business model

Business and organisational

Organisational form &

. Regulatory compliance
governance authority 8 Y 2

Use case development

Participation

Contractual framework
management

Data Space Offering

Intermediaries &
operators

Data interoperability

Data models

Technical

Data value creation
enablers

Data sovereignty & trust

Identity & attestation
management

Data, services &
offering descriptions

Data exchange

Trust framework Publication & discovery

Provenance &
traceability

Access & usage
policies enforcement

Value creation services
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Data Spaces Symposium

Keynote | The Polish Digital Strategy
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Data Sharing

The Key to AI Competitiveness in Europe

Data Spaces Symposium 2025

Hubert Tardieu

Gala-X Independant Board Member
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Europe’s Challenge

Draghi Report: The Growing Productivity Gap

Mario Draghi, Draghi Report (2024)

Key insights from the Draghi Report:

» Europe is falling behind in breakthrough digital technologies.
= 70% of Al foundation models have been developed in the US since 2017.

» 65% of the global and European cloud market is controlled by three US hyperscalers.

» Al as key driver of economic growth and innovation.

» Data is crucial for competitive Al, yet Europe struggles with availability, interoperability,
and scaling of data.

» The paradox: Europe produces massive amounts of industrial data, but it remains siloed
within companies and industries.




Europe’s Challenge

Draghi Report: Cross-Industry Data Sharing for Accelerating Al

“The EU should promote cross-industry coordination and data

sharing to accelerate the integration of Al into European industry.”

Mario Draghi, Draghi Report (2024)

Draghi Report proposes a sector-specific Al strategy: "EU Vertical Al Priorities Plan":

» Shared Al model development across sectors: Strategic Al integration in 10 key industries
(automotive, energy, healthcare, etc.).

» Cross-industry data pooling to overcome Europe's lack of large datasets (“for free”).

» Balance in supporting European cloud industry with securing key technologies amid US
dominance.

» Key challenges: Companies hesitate to share data (competition concerns, lack of incentives,
regulatory uncertainty).

> The EU must leverage its data-sharing ecosystem to enable the EU Vertical Al Priorities Plan.




Al & Data (Sharing) Value Chain

Al as driver for competitiveness

Five key Al use cases in industry:




Al & Data (Sharing) Value Chain

The Foundation for Accelerating Al

Reducing dependencies and enhancing competitiveness
requires mastering the Al and data sharing value chain.

Data Sharing

Data, large models, and compute infrastructure is distributed across private and public
organizations.

= Allocating development resources, e.g. fine-tuning existing open-source models (Mistral Al,
Aleph Alpha) for industry-specific use cases.

» Facilitating shared foundation models require EU data standards.
» Key requirements: trust, data sovereignty, traceability, interoperability, efficiency etc.
» Alignment with the EU Data Strategy & the "EU Vertical Al Priorities Plan”.



European Data Spaces Ecosystem

Current Status and Progress

» Significant national and EU funding has supported data spaces since 2019. With technology
converging, the focus shifts to adoption, value creation, and data utilization.

» Regulatory framework established: Data Governance Act (DGA), Data Act (DA), AIA (AI Act),
and supporting infrastructure like Gaia-X and DSSC.

= While Agdatahub failed due to economic viability, successful projects like Catena-X Aerospace-
X/Decade-X, Manufacturing-X, and Energy data spaces optimize supply chains and
production.

= New European data spaces in key industries (e.g., aerospace, energy, manufacturing) aim for
economic viability by 2027.

= From 2028, these data spaces will potentially enable industrial data use for Al training.




European Data Spaces Ecosystem
EU-1investments in building data-sharing infrastructure

Public Funding for Data Space & Cloud Infrastructure in Europe

Programme € |comment TR :
435 M Data Ecosystems: Gaia-X Funding Competition (11 Projects); Manufacturin Catena-X; Key lnltlatlves & fundlng:

ST eiteel RUreling Gaia-X 4 Future Mobility; EuProGigant; Energy Data-X; GXFS-DE

150M € for industrial data spaces; 44M € for DS technologies; 1M € for Gaia-X Hub Spain; 3 o f g

National Fundin 900k € sovereign data R&D project; 149M € for Tourism and other singular projects L Germany- €435M (G ala _X, Catena _X, Manu aCturlng_X) .
9 Still pending: 10M € for DS ref centre + promotion/ training; 127M € Data Kit Programme;
20M € Reuse of public data (HVDS) . . .
, , » Spain: €202M (Industrial & Tourism Data Spaces).
France National Funding 40M € Datadindustry-X; 70M € for new call for tender; 14M € GFXS-FR
Luxembourg National Funding National funding for Gaia-X projects |} France: €124M (Data4InduStry—X)
Austria National Funding Data space Technologies; Digital Product Passport; Production; Mobility; Energy; Healthcare .
» EU: €1,277M (a.o. sectorial data spaces,
Denmark National Funding .
cloud-to-edge infrastructure)

Flanders Regional Funding Flemish Smart Data Space; Athumi (Flemish Data Utility Company)

69M € Health-RI (health data sharing for secondary usage); 85M € from Dutch Metropolitan
The Netherlands  National Funding Innovations ecosystem; 51M € Digital Infrastructure Logistics/ Basic Data Infrastructure;

12M € CoE-DSC (Center of Excellence for Data Sharing & Cloud)

Sitra invested 2,6M € of which 625k € was used to co-finance 5 pilot projects related to data spaces. C hallenge S:

Finland The co-financing rate covered by Sitra per project was 70%, the rest 30% was covered by project
consortia members.

300M € for topics supporting the deployment of the cloud-to-edge infrastructure and services, in- U Ensuring economic Su Stainability

Digital Europe Work 657 M cluding the Testing & Experimentation Facility for Edge-Al; 357M € for topics deploying the sectorial

Programme 2021-2024 data spaces and the related support activities, including the High Value Data Sets and Digital Product Of data_ Sharing initiatives.

Passport. These calls include the DSSC (14M <€) and the procurement for Simpl (106M €).

EU4Health 280 M Implementation of the European Health Data Space

» Interoperability across industries
remains a barrier.

Horizon Europe 100 M Energy Data Spaces and R&l projects

Digital Europe Work
Programme 2021-2024

SUBTOTAL 2,638 M Public investment for interoperable data spaces based on European values " Companles need lncentlves to Share
Erj;;:rfi:@a'ﬂy, The Member States will provide up to 1.2B € in public funding, which is expected to unlock proprletary data (tI.UStI transparenCYi

the Netherlands, LCESE 2Col additional 1.4B € in private investments.

Poland, Spain and clear ownership rule

SUBTOTAL 1,200 M Public investment for a federated cloud infrastructure

240 M Destination Earth initiative

TOTAL 3,838 M Public investment for a data-driven European economy




European Data Spaces Ecosystem

Exemplary Industry Initiatives




Towards a European Data Union

Aligning investment, regulation, and adoption for Al leadership

Draghi Report:

» Trusted Data Intermediaries: The Data Governance Act (DGA) establishes neutral data-sharing
platforms.

» Industry-Specific AI Models: Focus on fine-tuning Al models for industrial needs rather than
competing with general-purpose Al from the US.

» Standardized EU Data Labels: Introduce certifications for sovereign and interoperable data spaces.

= “Al Sandboxes”: Harmonize regulatory test environments to allow GDPR-compliant Al
experimentation.

Aligning Data Space Investments with Al Priorities:
» Targeted Resource Allocation: Focus on high-value areas of the Al and data value chain.
= Shifting existing EU-funded data spaces from pilot projects to scalable applications.

» Focus on ROI: Future Al strategies should ensure data-sharing investments deliver measurable
impact (e.g. after 3 years of funding).




Towards a European Data Union

Conclusion

= Al as a Competitive Advantage: Europe must drive Al innovation to reduce economic
dependencies and strengthen technological sovereignty.

= European Approach: A shared ecosystem of computing power, large language/foundation
models and data for training and fine-tuning Al models.

= Support for open models (e.g., Teuken 7B, Open-R1,...) should be central to the European
approach, using internal resources for higher-value segments of the Al and data value chain.

= Need for an Action Plan. that includes technical, governance, and business considerations:
Launch of “EU Vertical Al priorities plan”. &

= European Data Strategy as a Foundation for the transition to a true European Data Union:
Season 2 of European data strategy: Maturity Assessment of existing data spaces and launch AN
of new sustainable data spaces '
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Data Spaces Symposium

EDIC: Perfect infrastructure to boost the
European Mobility Data Space

Nico Anten and Jon Kuiper,
interviewed by Lars Nagel
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Take a moment to relax over a cup of coffee
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The Potential and Need for
Data Spaces Boosting Al

Noboru Koshizuka #ixRE
Professor, The University of Tokyo
Chair, Data Society Alliance, Japan
Japan Hub Coordinator, IDSA
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PART 1
Background
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History of Al Technologies

o

5th Generation
Computer Project

(1982~1992)
“2001: A Space Odyssey”
(1968) Black Monday

HAL 9000 (1987)

Dow Jones {(19-Jul-1987 through 19-Jan-1988)
2880

2708

“Artificial Intelligence”

proposed by
Prof. John McCarthy (MIT)

(1957)
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2508 |-
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2208
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STANLEY KUBRICK'S e

1988
2001:
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= “Deep Learning”
® proposed by

(2006)

1950’s 1960’s 1970’s 1980’s 1990’s
Al 1st Wave Al 2nd Wave
(1950’s~60’s) (1980’s)

Prof. Geoffrey Hinton

(C) 2025 Koshizuka-Laboratory, The University of Tokyo, All Rights Reserved. 2025/3/10

“Go” ‘Google Alpha Go won the world
champion of “GO" (fTi#) (2017)

“Shogi” *Al won professional
Shogi Player (2013)

o 4 s!“
ABivs 2 ¥ 21— 7 DI ULk OV 5 |
Quiz: IBM Watson won

human (2011)
ChatGPT

(2023)

....................

2000’s 2010’s 2020’s

Al 3rd Wave
(2010°s~)
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Data Growth over the years

78 yottabyte

We are here

Unstructured data

structured data
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Artificial Intelligence
(Machine Learning, Large Language Models, ...)

Data Driven Intelligence

“Dataspaces has big potential impact for enhancing Al.”
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PART 2
Recent Al Trends
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Recent Al Trends (1): RAG (Retrieval-Augmented Generation)

Retrieval Augmented Generation (RAG) Sequence Diagram

Doc Retrieval and
Ingestion

@ —l Retrieve Documents

Enterprise
Knowledge Base
PDFs ...

Embedding

Model Vector DB

o User Query and Response
Generation

Enterprise (potentially prompt-

D App User query | ery | q tuned)

T

https://blogs.nvidia.co.jp/2023/11/17/what-is-retrieval-augmented-generation/

Streamed text response (generative)
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Recent Al Trends (2): Al + Database

WAl + Text Database = RAG (Retrieval
Augmented Generation)
o Doc e

5

BWAIl + RDB = NLIDB (Natural Language
Interface to Database)

» Approach: Rule-Based, Neural Network (NN)
Based, Pretrained Language Model Based, Large

Langchain‘s &

—_—

o e L Model (LLM) Based
—— embedings anguage iviode ased, ...
Knowledge Base
LangChaini,& Type  Level
Embedding NL Challenges Token-level Recognition Synonym Recognition Semantic Understanding Domain Knowledge Query Recognition  Multi-turn Dialogues
Model DB Challenges Single-table Queries Simple Multiple Tables Multiple Tables with Complex Schema Massive Tables and Values Real-world Databases
e NL2SQL Challenges Single-table SQL Multi-table SQL Advanced SQL Feature Support Adapting to Changed Schema Efficient SQL Generation
b (a) The Definition of Challenges Levels
. = e LM N Large Language Model Era
Enterprise > == (potentially prompt- Challenges 1
— App User query Query and Prompt + query tuned) Solving Capacity ! . [
embedded query +enhanced Experts 57 Novices s Experts & Novices
Uséi Yy context Target Users EExperls Experts Novices LLM-based Methods

Streamed text response (generative)

Novices PLM-based Mehtods

NL2SQL Methods

Capabilities

Rule-based Methods

NL Challenges
DB Challenges

Neural Network-based Mehtods

NL Challenges

NL Challenges
DB Challenges

NL Challenges
DB Challenges
NL2SQL Challenges

DB Challenges
NL2SQL Challenges

NL2SQL Challenges

NL2SQL Challenges

@ Pre-trained LM

e.g. GPT4
NEJYROPEN (1) Statistical LM (2) Neural LM e.g.Bert, T
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+ g e n _— g e n I c (b) The Evolution of NL2SQL Solutions

» Single Agentic RAG
» Multi-Agent Agentic RAG

MAl + GraphDB: NL2Cypher

HotpotQA

Knowledge Organization v SKETCH
Knowledge Retrieval - () FMEA-KG
. . . Knowledge Integration » GrphcoT G0
BN Benchmark ’ LAGA L
ierarcnical Agentc s |
SimpleQuestion KQAPro FACTKG CRUD UttraDomain | H
WebQ Mintaka TutorQA i
" " WebQsP H
> enuc vorrective e |
LC-QuAD MuseGraph |
LC-QuAD v2 InstructGLM t
MetaQA GLRec )
MetaQA-3 oNP i
" L] GrailQA X H
f i " SubgraphRAG
Chain-of-Knowledge | i B HctRrocord
MindMap i { < LightRac ' MedGraphRAG
! ¥ i KnowGPT CodexGraph
KGTransformer 1 1 H
. BARK ! i GraphRAG | T0G-2.0 5"“'"‘“*
» Graph-Based Agentic || o T
y H i SayPlan | |KGR | PG-RAG i |
2::5:Remever o -~ i lavis | Graphcoder | i
i H i KELP. H i
| H i

2
wﬂ“’lc ot et

Fig.

o
H

N o 31
o et et et o o

. 1: The development trends in the field of GraphRAG with representative works.

°
S S




- (C) 2025 Koshizuka-Laboratory, The University of Tokyo, All Rights Reserved. 2025/3/10
Recent Al Trends (3): Al + Distributed Database

Augmented
Input

C-FedRAG (Confidential Federated RAG)

Resource
: Selection
E Resutt
llama-index-networks —"1
when was

https://github.com/run-llama/llama_index/tree/main/llama-index-networks penicillin first Hequest
introduced to Mediator

S the public?

=
'l
: | Web search connector | > "J_':._xi;_I ‘ AR
7 _ ) *, not needed
: - Penicillin was first introduced x
' to the public in 1942 for | Search Search
. clinical trials [1], and it was engines Results
B . a made available to the general
| Elastic search connector @ public in the U.S. on March
: 15, 1945 [2]. -+
;. A Chatbot Response
ok RAG Connector P
FeB4RAG

https://cohere.com/limu/rag-connectors
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Recent Al Trends (4): Al Agent

Find and book me the highest
rated one-day tour of Rome on
Tripadvisor.

hestrated onedaytc X | @ 2025 The best

C % tipadvisor.com/AttractionProductReview-q187791-d17224678-Re

I'll search for the highest-rated tour of historic
Rome on TripAdvisor. Once | find a suitable
option, I'll provide you with the details. Let's
begin @ Tripadvisor Q Discover  Trips  Review

BB Rome Hotels ThingstoDo Restaurants Flights VacationRentals Cruises RentalCars  Forums ®

Europe » taly > Lazio » Rome » Things to Doin Rome » Rome Tours

Navigating to TripAdvisor website Rome: Colosseum, Roman Forum and Palatine Hill

Worked for 2 minutes ~

By.City Wonders

Selecting "Things to Do" category

00000 5220 reviews

Searching for historic Rome tours

Closing pop-up, continuing tour search

Searching for Historic Rome tours

Exploring all historic Rome tour options

Closing Colosseum tab, resuming tour search

Closing tour pop-up, tab afterward

Exploring options for top-rated tours

Sorting results by tour ratings

Exploring filters for top-rated tours

“Operator” (OpenAl, 2025)

oduct name. The informatk ai & document i based on cument plans and b change. inchiing speciications and other conditions, befose thé officlr dilise

“Cristal” (Softbank, 2025)
 V
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POINTg!

RAG Database
Al-Agent i ERP
etc.. etc...

Integration/Mixture of Al Systems and Legacy Information Systems
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RAG

Al-Agent  ua Dataspases
etc..

Integration/Mixture of Al Systems and Legacy Information Systems
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PART 3

F-RAG (Federated RAG)
Al + Dataspace

Study Trial at Koshizuka-Lab. U-Tokyo
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“Federated Al Agent” [koshizuka-lab, 2025]

RAG “FAA”

Federated Al Agent

Vector Indexed
Text Database

Data Spaces
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What we can do with F-RAG (1)

Complex queries by Natural Languages...Enhancing findability of data

“Find the data for the “\When does next bus Complex What are the name and budget of the departments
lculati f _ _ question With average instructor salary greater than the
calculation of CO2 arrive at this bus stop?” overall average?
emission of Product Searching data by investigating the contents of data
XDW1029381 ?”

¢ ¢ ¢

Green Product Dataspace Mobility Dataspace Private Dataspace of ERP

 V
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What we can do with F-RAG (2)
RAG/Fine Tuning with Multiple Collaborative Data Sources

g Al Agent
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Hospital A

Dataspace
medical data
medical data i
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oo g|o
o|go|o
O|00|o
O O

2025/3/10




~ (C) 2025 Koshizuka-Laboratory, The University of Tokyo, All Rights Reserved. 2025/3/10
DS-RAG [Hermsen et al., 2024]

: | How to combine RAG ( \ Augmented
, : and Data Spaces \ Query
: . RAG

""" \ 2\ y, l
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F-RAG (Federated RAG) [Matsunaga, 2024]

Federated RAG

KOSHIZUKA

B Data Provider LAB.

F-RAG User °

Document Search

R Data Provider

O T . Connector
) "ﬂ B Connector JETSGN = 40_\
D """" Vector-indexed
Text Database m

External Knowledge

~ Document Search
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-
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FRAG
Connector

J

FRAG I% ™
Connector &

------ " Authentication A FRAG
Authorization ----.. Connector -*__'_
o -E“@ﬁ%
Lo sacccont ol F-RAG Architecture

important difference between
federation and distribution
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New Data Space Protocol for F-RAG

FRAG Connector (user) IAM Server FRAG Connector (data provider)  vector indexed text database
KOSHIZUKA
FRAGI%Z% (RAGHIEE) IAMH— /% FRAGORZ% (F—RiBHE) RYPLF—ER—2 HE
FRAG User Auth Request
Access Token M
<. ................................................................................

a1
loop (Issued for all every data providers)
Document Search
vector search request
documents 'H
leeececcnanaa _eecases
Authorization request
H- Authorization result
..................................... .>
Filtering of searched result
documents + matching score
I eccaccacccacccacanccaccacccnascaacafecaccaacaacccancaacanascaaccncacasnaanad -
selecting documents for prompting to LLM
Documents (context)
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Experiment Result
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Data Set Archllif\e%ture Hit Rate| Precision| Recall MRR
RAG 0.5633| 0.1728 0.373 0.443
FiQA-2018 |F-RAG 0.566| 0.1731] 0.3746| 0.4427
Difference (%) | 0.4793| 0.1736 0.429| -0.0677
RAG 0.5226| 0.1127| 0.4841 0.369
NQ F-RAG 0.5383| 0.1158| 0.4977| 0.3798
Difference (%) 3.004 2.751 2.809 2.927
RAG 1.0 0.74| 0.009541 0.89
TREC-COVID |F-RAG 0.996 0.72| 0.009167| 0.8805
Difference (%) -0.4) -2.703 -3.92| -1.067

Precision Test Result

0 Inference precision is almost the same.

Ac{ﬁl?'ge Number of | Response Time
Data for LLM Query
Providers (sec.)
RAG - 0.0389
1 0.7106
2 0.9906
4 1.112
6 1.179
F-RAG 8 1.277
10 1.358
16 1.679
24 2.298
32 2.847

Performance Test Result

G The is much performance degradation.
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Benefits of “Dataspaces plus Al”

mDataspace is useful for Al (LLM)
» In Learning Phase
Learning from data sets from multiple collaborative organizations

» In Inferencing Phase
Inferencing with Databases (eg. F-RAG)
Dynamic Learning with Databases (eg. F-RAG)
Dealing with Real-time Information

mAIl (LLM) is useful for Dataspace
» Enhancing findability of data

eg. Data catalog with LLM provide us natural language interfaces for searching
data

 V
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Next Steps for “Dataspaces plus Al”

1. New “"dataspace protocols” for Al
» Vector index search protocol for F-RAG

2. New “usage control” for Al
» eg. data usage for “machine learning” is OK or Not
» eg. data usage for “F-RAG” is OK or Not

3. Data quality for Readability by Autonomous Al
» Machine readability = Al readability
» Open Data “Five Star” is enough?




PART 5
Future: From Dataspace to Al Spac

 V
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Future: From Data Spaces into “Al Spaces” [Koshizuka-lab, 2024]

5|

L
&®/®

Federated Al

.

Data Sovereignty

Data Monopolization
Data Hegemony

Big General Al Al Space
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Message

66 : :
Al is the most important stakeholder

ofdataspaces?’
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Data Spaces Symposium

OpenEuroLLM: Building Europe’s
Al future on open source

Jan Hajic



OpenEuroLLM

New generation of open LLMs for Europe




OpenEuroLLM I M I

" Our goal: » Open Source (in full)
= Open including fully inspectable
data

= Multilingual
= 32+ languages
= European :
| EU + associated (+
» Generative business)

» Foundational LLM(s)

= High-quality

standard and native

benchmarks
OPEN = Compliant with EU
EURO regulations

LLM
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Partners IEI
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Partners IEI

= Programme: Digital Europe (25/50% co-funding)
= Set of AI-06 calls (projects started Jan-Mar 2025):
= Two large projects: OpenEuroLLM and LLMs4EU
= Coordination (ALT-EDIC4EU), total ~80 mil. EUR + HP
= Part of an ecosystem (Deploy Al, TAILOR, TrustLLM, HPLT, ...
= Together we will
= Develop open, high quality foundation models

= Adapt them to applications in all areas, from
commerce to egovernment and education

= Contribute to EU’s digital sovereignty

OPEN
EURO
LLM




Open Source / LLM Community IEI

= QOpen Strategic Partnership Board
= Open source community members
= Experts on LLMs (incl. from non-EU ones)

= Former commercial and/or open source model
developers

= Strategic advisory role
= Experts on legal issues
= Informal cooperations
= Data side: CommonCrawl, Internet Archive (TBC
= Open source models community
= LAION, open/sci, ...

OPEN
EURO
LLM




Computing facilities IEI

= 5 EuroHPC centers on board (project partners)

= Technical expertise

= Jumps start using the respective facilities

= Some compute available from previous projects
= Participation in EuroHPC calls in 2025

= In line with project plan for the rest of 2025
= Strateqgic allocations in the future

= “STEP” seal awarded

= Using current facilities & new in Al Factories
(2026/2027)
OPEN

FURO " Estimated capacity needed: 300 mil. GPUh
LLM




Data for 32+ languages IEI

= Using available and Open Source data
= HPLT 2.0 (HPLT 3.0, July 25), Fineweb2, Cultura-X, ...
= Mixtures to be experimentally determined

= Ultimate (re)sources: CommonCrawl, Internet
Archive

= OpenWebSearch(?)
= Focus on low-resource languages for additional data

= Incl. specific cases for very similar languages
= Additional data for
= Fine-tuning, instruction-tuning, reasoning

OPEN = . 1f necessary for benchmarking
EURO

LLM




Evaluation and Benchmarks IEI

= For initial experiments:
= Standard benchmarks for base models
= Project longer-term goal
= Benchmarks for all languages in native form

= Continuous evaluation
= Tests for evaluation data purity
= e, notused in training/SFT/..

= Models released based on evaluation results
OPEN

EURO
LLM




Thank you!

Questions?

hajic@ufal mff cuni.cz

OPEN
EURO
LM




Data Spaces Symposium

Using Generative Al agents in the real world

Roberto Gonzalez



Using Generative Al agents in the real world

Keynote Session

Data Spaces Symposium 2025

Roberto Gonzalez
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NEC La boratories Eu rOpe \Orchestratinga brighter world NEC

Advancing information & communications
through research excellence and open innovation

METRICS 1 ’ 5 00 - Patents 5 O + E)ii)rlggic/iisnwseger year 1 5 0 + FE)Lch;j)epcis " 40 + gggls;:zon’s

RESEARCH TECHNOLOGY TRANSFER STANDARDS

2::2‘5\“0"‘“ Leading scientific discovery in Europe Commercializing R&D results in existing Defining European technology
and new company business segments standards and best practices

RESEARCH FOUNDATIONAL MODELS DATA ANALYSIS DATA DISTRIBUTION 5G & 6G NETWORKS COMPUTING
AREAS

Human-centric Al Cyberthreat Intelligence Decentralized trust Generative Al for RAN Computational

science
Generative Al agents Biomedical Al Integrated sensing and

communications

Smart districts
Technology standards

i

CROSS-AREA SYNERGIES
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Roberto Gonzalez — Cybersecurity
Program Manager

Experience:

Research Areas: Al, Cybersecurity, Privacy, Big data, networks...

Patents: Holder of more tan 10 patents in Cybersecurity and Al

Publications: Over 50 publications in top-tier journals and conferences

EU Projects: Participated in over 10 EU projects from FP7, including roles as technical
coordinator and Work Package Leader

N E‘ \Orchestrating a brighter world



What is Cyber Threat Intelligence (CTI)?

Cyber Threat Intelligence (CTI) refers to the information that
organizations use to understand the cyber threats they are
currently facing or might face in the future. It's the organized
effort to gather, analyze, and disseminate information about
these threats, offering a deeper insight into potential attacks,
the tactics, techniques, and procedures (TTPs) of adversaries,
their motivations, and the vulnerabilities they may exploit.

NE‘ \Orchestrating a brighter world © NEC Laboratories Europe GmbH 2025



Problem: collecting and retrieving CTl is difficult

(} SRR o 20°000 full-
ALLIANCE 11°000 000 time
new reports Security
per month professionals would

xxxxx
zzzzz

Check reports and

Shared information about relate them to the own
cyber threats company (several hours
(NEC is a member!) per report)

NE‘ \Orchestrating a brighter world © NEC Laboratories Europe GmbH 2025



AutoReport

« An automated Cybersecurity agent that can browse the web, read databases, relate information
and generate natural text reports for humans and structured reports for computer systems.

« Started development in 2022; in production since Jan. 2023

Cyber Threat Alliance
Structured reports

NEC internal
data assets

~11M reports per mont

OSINT AutoReport: 4 .

Information AutoReport: O
collection Information search, |,
verification and analysis and - m
izati presentation

organization Knowledge Base \_

Web

@ ﬁ FQ Check for real-time data and deepen topic-specific information
=4
& &

NE‘ \Orchestrating a brighter world © NEC Laboratories Europe GmbH 2025 74



Example of automated analysis output

Sentinel

Kimsuky Strikes Again | New .
Social Engineering Campaign -
Aims to Steal Credentials and
Gather Strategic Intelligence

Executive Summa

o Perception s US Nuctear

NK News Credential Theft

Overview

Google Credential Theft

Conclusion

B

You need access Indicators of Compromise

Inaicator Description

ol

N E‘ \Orchestrating a brighter world

AutoReport - Summarize Source

Insert web source link

https://www.sentinelone.com/labs/kimsuky-new-social-engineering-campaign-aims-to-steal-credentials-and-gather-strategic-intelligence/

Summarize

Final Summary

SentinelLabs reported a social engineering campaign by the North Korean APT group Kimsuky, targeting experts in North Korean affairs with the aim to steal Google and subscription credentials and deliver reconnaissance malware. The
«campaign, ongoing since at least 2012, uses spoofed URLS, imitation websites, and Office documents weaponized with ReconShark malware. Kimsuky impersenates Chad O’Carroll, the founder of NK News and Korea Risk Group, using a
malicious domain, nknews{.]pro, designed to capture entered credentials. The group also distributes ing emails impersonating NK News leadership, leading targets to a fake Google Docs site to capture their Google credentials.
Additionally, Kimsuky uses weaponized Office documents to deploy ReconShark malware, exfiltrating information for subsequent precision attacks. SentinelLabs continues to monitor Kimsuky's activities, emphasizing the group's
commitment to targeted social engineering attacks and the need for potential targets to be aware of their tactics.

Extracted Info

*  MALWARE: ReconShark
* THREAT ACTOR: Kimsuky
+ TARGETS: Experts in North Korean affairs from the non-government sector

indicates

A

type :

Relationship Sighting

dst_ref src_ref sighting_of ref

Malware Indicator

name » : pattern
’
b v
ircbot [file.hash: ‘MD5’ = ‘78264...0bd5’ OR

file.hash: ‘SHA1' = '90d5c...1dc4’ OR
file.hash: ‘SHA-256' = '328d3...f64b’]

© NEC Laboratories Europe GmbH 2025
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How does it work?

Text Split /
representation

Embeddings

Retrieval Summarization Relevance
check
Extract
relevant
definitions
Knowledge

o

Split a complex task into smaller tasks

- Small task -> Easier task -> constant behaviour
- Integration with external tools and information sources

Pipeline ordering

representation

- LLM chain contain the hardcoded instruction on “how to do” a task

N E‘ \Orchestrating a brighter world

Self-check
Q/A

Output
structuring

© NEC Laboratories Europe GmbH 2025
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Why can’t we simply use LLMs?

DISCOVERY § BUILDING | PROMPT ENGINEERING i MODEL CAPABILITY | OVERWHELMED

\\\ : o :z—

Y

/

80O

Learning obout LMs +hat can ; Assembling the fousdation of E Struggles with coming up with i Con'} moke sense of #he é Reodyiosm up
build or do anything sporks § +he LLM project by choosing the EihengMpm:?sm&endsq i dato and ends up making é and doesn knon
ol il s tfora right fools, APIs, ond fraiming with a let of nensensica | ' things worse :
{ { : H where to turn.
new project : dato ; i s ] !
Challenge

- Easy to get a lucky prompt

Extremely complex to generalize it
- Easy to build a first prototype

Extremely complex to have constant behaviour
- Engineering effort for each new use case

Even when modifying an existing one

N E‘ \Orchestrating a brighter world

© NEC Laboratories Europe GmbH 2025
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Generative Al Agent — From Hardcoded instruction to Reasoning

Vector ) Summariza Output
Retrieval \ tion structurmg

um powered L.
+ Reasoning/Planning Output

engine
-

“how to do” a complex task
—Hardcoded -> GenAl Agent Reasoning
- Constant behaviour 00)

LLM as Reasoning/Planning Engine D‘% I i ©.:. Senmﬂ ae.mme?
- Dynamically select next task or tool to use I’&I entation base o e
- Behave according to given Best Practice e 2 o) sopsesant

ion

NE‘ \Orchestrating a brighter world © NEC Laboratories Europe GmbH 2025 78



Why AutoReport and not ChatGPT search?

(D (@& ChatGPT 4o v

Quantitative Results
o ChatGPT Search:
» only 7 attackers vs 16+ in the CTl report

(Perplexity 7 attackers too)
* Missing information slows down CTI operators, i.e.
they will have to double check everything

« ChatGPT Search often misses providing sources
* Missing citation further slows down the verification,
requiring search for sources
* ChatGPT uses only 13 web sources vs 40+ used for
the CTI report (Perplexity uses 9 web sources)
» (Tl research requires to access a vast set of verified
sources

List the cyber attackers attributed to Russia with details including "name of attacker, period of
activity, attack methods, and targets

0 @ (1)

NLE workspace chats aren't used to train our models. ChatGPT can make mistakes.

NE‘ \Orchestrating a brighter world

Final Output:

Query: List the cyber attackers attributed to Russia with details including "name of attacker, period of

activity, attack methods, and targets

< Considerations A
mis * Generic GenAl Search Agents have limitations udes
aeh « Automating CTI requires more e
:j; « E.g. Automatically understand :

il + what type of information to search for

i * what information is relevant ctive
Whig * how to group and relate information mpts
thro,  identify what is missing in current sources data
eak  Trusted sources -> Data Spaces nien
victin erica,
and

> a * Domain specialization & flexible .
mal customization are required brub,
Zebr tries,

- 4
including Lithuania, Slovakia, and Sweden. Specific attacks included German Social Democratic Party and

Polish victims involving a 'mysterious Ukrainian woman'.
3. Sandworm Team (BlackEnergy, Electrum, Iron Viking, Quedagh, TeleBots, TEMP.Noble, VOODOO
BEAR) Period of Activity: Since at least 2009. Attack Methods: Zero-day exploits (e.g., CVE-2014-4114),

malware deployment (Cyclops Blink), targeting network devices. Targets: Government, critical systems

© NEC Laboratories Europe GmbH 2025 79




Generative Al agents

v
i

Discover, infiltrate, and escalate privileges on
the target machine.

Begin by locating the machine on the network
and gaining entry as the 'student’ user.
Delve into the system to elevate privileges
and obtain root access.

Look within the root user's home directory for
a file named 'flag'.

NE‘ \Orchestrating a brighter world © NEC Laboratories Europe GmbH 2025 80
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Generative Al Agent for Penetration Testing N EC

Observation: Discover, infiltrate, and escalate privileges on the target machine.
Begin by locating the machine on the network and gaining entry as the 'student’ user.
Delve into the system to elevate privileges and obtain root access.
Look within the root user's home directory for a file named 'flag'.



Different verticals

Personalized cancer vaccines

(T

Optimal
vaccine content

Accelerating vaccine design with Al

Vaccine design
optimization

Mutation N
prediction
Tumor clonal

structure
analysis
AN

cll
Genome

Cell process
simulation

Neoantigen
(mutation)
identification

Biomarker
measurements

0%

Cancer vaccines: human system digital
twin simulation (immunological responses)

Infectious diseases

Universal vaccine

Shared cancer vaccines

Efficacy estimation of pre-defined
(off-the-shelf) vaccines

irus v
-

SARS-CoV-2, influenza

Drug development

Whole

Molecule

KG context + related
documents and facts

nd biodegradable
materials that are based on

Partial Main-chain of
Molecule partial molecule

¢ X
T w - \2}‘@'\_’
s | /¢ _, Side-chain 1
2l

3D mol file for

PSRRI | Atom Positions (x, v, 2

| Adjacency Matrix (1,6,1,..)
| Adjacency Matrix (1,0,1,.)

| Adjacency Matrix (1,0,1...)

m; Substitution degrees
Molecular Weight

NE‘ \Orchestrating a brighter world

Material Informatics

[ Atom Types [ Oxygen, Hydrogen, Carbon ..)

Atom Types ( Oxygen, Hydrogen, Carbon ..)
X — ]i:i“ﬂ:r:ia‘ien{" - Atom Positions (x, v, 2}

. -

\ Side-chain 2 30 mol file for [ Atom Types ( Oxygen, Hydrogen, Carbon )

MVIB

Imaging

Longitudina
| EHR
XAl module
- '
«
p 8 Embedding

Propagation

ultimodal Integration
For Digital Health

Multimodal
medical
data

4 Graph-based multimodal data
processing

# End-to-end multimodal data
prediction (when no graphs available)
Missing values imputation and
reconstruction

@& Prototype based predictions and
explaination

& [In development] LLM based |
predictions on the embedded data

Molecular dynamics
Al based simulations

© NEC Laboratories Europe GmbH 2025
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The Reliable LLM Framework by NEC ‘: @ \Orchestrating a brighter world  [NJIEQC

The Enabler for High-Risk Use Cases

AN I s
@ Current situation Problem ‘Q‘ Solution

LLMs hallucinate Manual verification Reliable LLMs

- Time consuming and Benefits:
inefficient: humans need to - Allow user control and quality
read and check everything. assurance

« Performance gap: need for
accurate, dependable
Al-generated content.

« Reduces error, enhances

- . . reliability.
. L - Difficult to find: hallucinations
Dangerous: hallucinations sound plausible but are * Increases efficiency, reduces
incorrect need for manual checks.
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Data Spaces Symposium

Panel discussion | That's why the economy
needs data spaces to evolve

Christoph Mertens, Douglas Ramsey, David Schonwerth,
Bettina Tratz-Ryan, Takahide Matsutsuka, Peter Kraemer



Data Spaces Symposium

Share data. Unlock value. Boost impact.

Panel discussion
That's why the economy needs data spaces to evolve

Peter Kraemer
Capgemini

Christoph Mertens
IDSA

Douglas Ramsey Takahide Matsutsuka
Axial Global Advisors Fujitsu

Bettina Tratz-Ryan
Gartner Group

David Schonwerth
Bitkom



Data Spaces Symposium

Enjoy your lunch!

These are the sessions you can choose from at 13:30:

Track 1:

Domain session on
energy & green deal
data spaces

Accelerating energy
transition and

realizing green deal -

with data spaces as
accelerators

Z3 Meaningfy NTTDarta

nnnnnnnnn

=)

*®a LANGUAGE nzit

&% DATA SPACE o Og:e“am
ENTERPRISE

Track 2:

Domain session on
smart industry data
spaces

How data spaces fuel
smart industrial
solutions

Cofinity-

£ > Open
\‘\ #* Geospatia
ﬁ Consortium

Track 3:

Data space tech
session

Designing and
delivering the

European single
market for data

—— ..*!é:::
CPSNC.D>  Feneusta

Breakout track:
Business workshop

Assessing the
sustainability of
business models in
data spaces and the
role of public policies
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